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1. INDEPENDENT AUDITOR’S REPORT 

INDEPENDENT AUDITOR’S ISAE 3000 ASSURANCE REPORT FOR THE PERIOD 1 APRIL 2022 TO 31 MARCH 

2023 ON THE DESCRIPTION OF THE EMENTO PRODUCT SUITE AND NAME OF THE COMPANY AND RE-

LATED TECHNICAL AND ORGANISATIONAL MEASURES AND OTHER CONTROLS AND THEIR DESIGN AND 

OPERATING EFFECTIVENESS RELATING TO PROCESSING AND PROTECTION OF PERSONAL DATA IN AC-

CORDANCE WITH THE EU GENERAL DATA PROTECTION REGULATION AND THE DANISH ACT ON SUPPLE-

MENTARY PROVISIONS 
 

 
To:  The Management of Emento A/S 
 Emento A/S’ Customers 
 

Scope 

We have been engaged to report on Emento A/S’ (the Data Processor) description in section 3 of the 
Emento Product Suite and the related technical and organisational measures and other controls, relating 
to processing and protection of personal data in accordance with the Regulation of the European Parlia-
ment and of the Council on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data (the EU General Data Protection Regulation) and the Danish 
Act on Supplementary Provisions to the Regulation (Danish Data Protection Act), and on the design and 
operating effectiveness of the technical and organisational measures and other controls related to the 
control objectives stated in the description for the period 1 April 2022 to 31 March 2023. 
 

The Data Processor’s Responsibilities 

The Data Processor is responsible for preparing the statement in section 2 and the accompanying descrip-
tion including the completeness, accuracy, and method of presenting the statement and the description. 
Furthermore, the Data Processor is responsible for providing the services covered by the description; stat-
ing the control objectives; and designing, implementing and effectively operating controls to achieve the 
stated control objectives. 
 
The information in section 5 - Supplementary information from Emento A/S is not part of Emento A/S´ de-
scription of the Emento Product Suite. Information in section 5 has not been the subject of the procedures 
carried out by BDO when reviewing the description in section 3. 
 

Auditor’s Independence and Quality Control 
We have complied with the requirements of independence and other ethical requirements of the Interna-
tional Ethics Standards Board of Auditors' International Guidelines on the Conduct of Auditors (IESBA 
Code), which are based on the fundamental principles of integrity, objectivity, professional competence, 
and due diligence, confidentiality, and professional conduct, as well as ethical requirements applicable in 
Denmark. 
 
BDO Statsautoriseret revisionsaktieselskab applies International Standard on Quality Management, ISQM 1, 
which requires the firm to design, implement and operate a system of quality management including poli-
cies or procedures regarding compliance with ethical requirements, professional standards and applicable 
legal and regulatory requirements. 
 

Auditor’s Responsibilities 

Our responsibility is to express an opinion on the Data Processor’s description in section 3 and on the de-
sign and operating effectiveness of the controls related to the control objectives stated in the description, 
based on our procedures. 
 
We conducted our engagement in accordance with the International Standard on Assurance Engagements 
3000, “Reports Other Than Audits or Reviews of Historical Financial Information”. That standard requires 
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that we plan and perform our procedures to obtain reasonable assurance about whether, in all material 
respects, the description is fairly presented, and the controls are appropriately designed.  
 
An assurance engagement to report on the description, design and operating effectiveness of controls at a 
Data Processor involves performing procedures to obtain evidence about the disclosures in the Data Pro-
cessor’s description and about the design and operating effectiveness of the controls. The procedures se-
lected depend on the auditor’s judgment, including the assessment of the risks that the description is not 
fairly presented, and that controls are not appropriately designed or operating effectively. Our procedures 
included testing the operating effectiveness of those controls that we consider necessary to provide rea-
sonable assurance that the control objectives stated in the description were achieved. An assurance en-
gagement of this type also includes evaluating the overall presentation of the description, the appropri-
ateness of the objectives stated therein, and the suitability of the criteria specified by the Data Processor 
and described in section 2. 
 
We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our 
opinion.  
  

Limitations of Controls at a Data Processor 

The Data Processor’s description is prepared to meet the common needs of a broad range of data control-
lers and may not, therefore, include every aspect of the use of the Emento product suite and Emento A/S, 
that each individual Controller may consider important in their own environment. Also, because of their 
nature, controls at a Data Processor may not prevent or detect all breaches of the personal data security. 
Furthermore, the projection of any evaluation of the operating effectiveness of controls to future periods 
is subject to the risk that controls at a data processor may become inadequate or fail.  
 
 

Opinion 

Our opinion has been formed on the basis of the matters outlined in this auditor’s report. The criteria we 
used in forming our opinion are those described in the Data Processor’s statement in section 2. In our 
opinion, in all material respects: 
 

a. The description presents fairly the Emento Product Suite and the related technical and organisa-
tional measures and other controls, relating to processing and protection of personal data in ac-
cordance with the EU General Data Protection Regulation and the Danish Data Protection Act, as 
designed and implemented for the period 1 April 2022 to 31 March 2023. 
 

b. The technical and organisational measures and other controls, relating to the control objectives 
stated in the description were appropriately designed for the period 1 April 2022 to 31 March 
2023.  
 

c. The technical and organisational measures and other controls tested, which were those necessary 
to provide reasonable assurance that the control objectives stated in the Description were 
achieved, operated effectively throughout the period from 1 April 2022 to 31 March 2023. 
 

 

Description of Test of Controls   

The specific controls tested, and the results of those tests are listed in section 4.  
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Intended Users and Purpose 

This report is intended solely for data controllers who have used the Emento Product Suite, and who have 
a sufficient understanding to consider it along with other information, including information about the 
technical and organisational measures and other controls operated by the data controllers themselves 
when assessing whether the requirements of the EU General Data Protection Regulation and the Danish 
Data Protection Act have been complied with.  
 
 
Copenhagen, 2 May 2023 
 
BDO Statsautoriseret Revisionsaktieselskab 

 
 
 
Nicolai T. Visti Mikkel Jon Larssen 
Partner, State Authorised Public Accountant Partner, Head of Risk Assurance, CISA, CRISC 
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2. EMENTO A/S’ STATEMENT 

 
Emento A/S processes personal data in relation to the Emento Product Suite to our customers, who are 
Data Controllers according to the Regulation of the European Parliament and of the Council on the protec-
tion of natural persons with regard to the processing of personal data and on the free movement of such 
data (the EU General Data Protection Regulation) and the Danish Act on Supplementary Provisions (the 
Danish Data Protection Act). 
 
The description has been prepared for Data Controllers who have used the Emento Product Suite and who 
have a sufficient understanding to consider the description along with other information, including infor-
mation about the technical and organisational measures and other controls operated by the data control-
lers themselves in assessing whether the requirements of the EU General Data Protection Regulation and 
the Danish Data Protection Act have been complied with.  
 
Emento A/S uses sub-processors. The relevant control objectives and related technical and organisational 
measures and other controls of these sub-processors are not included in the accompanying description. 
  
Emento A/S confirms that the accompanying description in section 3 fairly presents the Emento product 
suite and the related technical and organisational measures and other controls for the period 1 April 2022 
to 31 March 2023. The criteria used in making this statement were that the accompanying description: 
  

1. Presents the Emento Product Suite, and how the related technical and organisational measures and 
other controls were designed and implemented, including:   

• The types of services provided, including the type of personal data processed. 

• The processes in both IT systems and business procedures applied to process personal data 
and, if necessary, correct and delete personal data as well as limiting the processing of per-
sonal data. 

• The procedures used to ensure that data processing has taken place in accordance with con-
tract, instructions, or agreement with the data controller.  

• The procedures ensuring that the persons authorised to process personal data have committed 
to confidentiality or are subject to an appropriate statutory duty of confidentiality.  

• The procedures ensuring upon discontinuation of data processing that, by choice of the data 
controller, all personal data are deleted or returned to the data controller unless retention of 
such personal data is required by law or regulation.   

• The procedures supporting in the event of breach of personal data security that the data con-
troller may report this to the supervisory authority and inform the data subjects.  

• The procedures ensuring appropriate technical and organisational safeguards in the processing 
of personal data in consideration of the risks that are presented by personal data processing, 
such as accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or ac-
cess to personal data transmitted, stored, or otherwise processed.  

• The controls that we, with reference to the delimitation of the Emento Product Suite would 
have been designed and implemented by the data controllers, and which, if necessary to 
achieve the control objectives, are identified in the description. 

• The other aspects of the control environment, risk assessment process, information systems 
and communication, control activities and monitoring controls that are relevant to the pro-
cessing of personal data.   
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2. Includes relevant information on changes in the Emento Product Suite and the related technical 
and organisational measures and other controls throughout the period.  
 

3. Does not omit or distort information relevant to the scope of the Emento Product Suite and the re-
lated technical and organisational measures and other controls described while acknowledging that 
this description is prepared to meet the common needs of a broad range of data controllers and 
may not, therefore, include every aspect of the Emento Product Suite that the individual data con-
trollers might consider important in their environment. 

 
 

Emento A/S confirms that the technical and organisational measures and other controls related to the 
control objectives stated in the accompanying description were suitable designed for the period 1 April 
2022 to 31 March 2023. The criteria we used in making this statement were that: 
 

1. The risks threatening achievement of the described control objectives were identified. 
 

2. The identified controls would, if operated as described, provide reasonable assurance that those 
risks did not prevent the stated control objectives from being achieved. 
 

3. The controls were applied consistently as designed, including manual controls were performed by 
persons with appropriate competencies and rights, in the entire period from 1 April 2022 to 31 
March 2023. 
 

 
Emento A/S confirms that appropriate technical and organisational measures and other controls were im-
plemented and maintained to comply with the agreements with data controllers, good practices for the 
data processing of data and relevant requirements for Data Processors in accordance with the EU General 
Data Protection Regulation and the Danish Data Protection Act.  
 
 
Aarhus, 2 May 2023 
 
Emento A/S 
 
Allan Juhl 
CEO 
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3. EMENTO A/S’ DESCRIPTION OF THE EMENTO PRODUCT SUITE  

GENERAL DESCRIPTION OF EMENTO A/S  

Emento A/S is a Danish-owned company developing, operating, maintaining and supporting the Emento 
Product Suite. 
 
The platform consists of an app aimed at the citizen/patient and a web access aimed at the staff. The 
staff defines a process which guides and informs the citizen/patient continuously via an app.  
 
Through the app, the citizen/patient can send messages to the unit and the staff can respond when it 
suits. This reduces disruptive phone calls. Staff gain knowledge of the citizen/patient's interaction with 
the app and can use this to reduce unforeseen no-shows and cancellations. 
  
To support the creation of good pathways and the rapid translation of learning into new content or work-
flows, Emento has developed a range of support products to enable staff to organise or correct pathway 
structure and content themselves. 
 
Emento A/S has approx. 26 employees who are specialised within system development, support, delivery, 
marketing, sales, finance, GDPR and information security. They are organised in a development and oper-
ations department, quality and support department, a delivery department and an administration depart-
ment. 
 
The administration department controls Emento’s security of personal data in relation to the processing 
that Emento handles on behalf of their clients, including entering into processor agreements, replying to 
inquiries from the data controller, communication of personal data breach, compliance with internal poli-
cies and procedures, etc. 
 
Emento uses DPO Denmark as advisors on GDPR-related questions in DK. 

EMENTO PRODUCT SUITE AND PROCESSING OF PERSONAL DATA 

Emento provides the Emento Product Suite as a Software-as-a-Service (SaaS) solution in accordance with 
concluded agreement with public authorities and private companies. 
 
The Emento Product Suite is developed in Denmark and data are hosted within team.blues and Hetzners 
hosting centres, which are located in Skanderborg, Denmark and Nuremberg/Falkenstein, Germany. A data 
processor agreement has been made between Emento and the hosting providers. Hosting providers may 
use sub data processors for housing of data and destruction. The hosting providers are responsible for per-
forming the control of these. 
 
Emento processes personal data on behalf of their clients, who are Data Controllers when they apply 
Emento Product Suite. Emento has entered into data processing agreements with the Controllers on this 
processing. 
 
The app can be used for several care guides from different data controllers. The citizen’s profile is the 
same for all care guides. Therefore, Emento is the data controller of the citizen profile and the sender of 
the care guide is the data controller of data related to the care guides. 
 
The personal data being processed fall within article 6 of the General Data Protection Regulation on ordi-
nary personal data and includes full name, e-mail, profile image, telephone number, and identification, as 
well as in a few cases, confidential information, such as personal identification number included in article 
11 (2) and information about the type of course that the civilian may have as included in article 9 of the 
General Data Protection Regulation. 
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A lighter version of the Emento Product Suite without MitID-validation and the possibility to immediately 
delete a citizen profile is sold under the brand_Guide. This solution is hosted at Hetzner. This solution 
only contains phone number and in some cases profile image.  

MANAGEMENT OF THE SECURITY OF PERSONAL DATA 

Emento has prepared requirements for establishing, implementing, maintaining and improving a manage-
ment system for the security of personal data, which ensure compliance with the concluded agreements 
with the Controllers, good data processor practice, and relevant requirements for Data Processors in ac-
cordance with the General Data Protection Regulation and the Data Protection Act. 
 
The technical and organisational security measures and other controls for protection of personal data are 
designed in accordance with the risk assessments and implemented to ensure confidentiality, integrity, 
and accessibility together with compliance with current data protection legislation. Security measures and 
controls are wherever possible automated and technically supported by IT systems. 
 
Management of the security of personal data and the technical and organisation security measures and 
other controls are structured in the following key areas, for which control objectives and control activities 
have been defined: 
 

THE DATA PROCESSING AGREEMENT CONTROL AREA ARTICLE 

Control area A 

Procedures and controls are complied with to en-
sure that instructions regarding the processing of 
personal data are complied with in accordance 

with the incoming data processing agreement. 

• Entering into a data processing agree-

ment with the Controller 
• Instruction for processing of personal 

data 

• Compliance with instruction for pro-
cessing of personal data 

• Communication of unlawful instruction 

to the controller  

• Art. 28 (3) 

• Art. 28 (3)(a) 
• Art. 29 
• Art. 32 (4) 

• Art. 28 (10) 
• Art. 28 (3)(h) 

Control area B 

Procedures and controls are followed, which en-
sure that the data processor has implemented 

technical measures to ensure relevant processing 
security. 

• Risk assessment 
• Contingency plans in case of physical or 

technical incidents 

• Physical access control 
• Logical access control 
• Remote workplaces and remote access 

to systems and data 
• External communication connections 
• Encryption of personal data 

• Firewall 
• Network security 
• Anti-virus program 

• Vulnerability scanning and penetration 
testing 

• Back-up and re-establishment of data 

• Maintenance of system software 
• Logging in systems, databases, and net-

work, including logging of application of 

personal data 
• Monitoring 
• Repair and service as well as disposal of 

IT equipment 
• Testing, assessment and evaluation of 

the efficiency of the technical and or-

ganisational security measures 
• Development and sustainability of sys-

tems 

• Information security in development and 
changes 

• Segregation of development, test and 

production environments 

• Art. 28 (3)(c) 
• Art. 25 
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THE DATA PROCESSING AGREEMENT CONTROL AREA ARTICLE 

• Personal data in development and test 
environments 

• Support assignments 

Control area C 

Procedures and controls are followed, which en-
sure that the data processor has implemented or-
ganisational measures to ensure relevant pro-

cessing security. 

• Information Security Policy 

• Review of the information security pol-
icy 

• Organisation of information security po-

licy 
• Recruitment of employees 
• Resignation of employees 

• Training and instruction of employees 
processing personal data 

• Awareness and information campaigns 

for employees 
• Confidentiality and secrecy agreement 

with employees 

• Obligations of security of processing and 
impact assessments 

• Audit and inspection 

• Records of processing activities 
• Storage of the record 
• The Danish Data Protection Agency's ac-

cess to the record 
• Selection of Data Protection Officer 
• The position of the Data Protection Of-

ficer. 
• Tasks of the Data Protection Officer 

• Art. 28(1) 

• Art. 28 (3)(b) 
• Art. 28 (3)(f) 
• Art. 28 (3)(h) 

• Art. 30 (2), (3) and (4) 
• Art. 33 (2) and (5) 
• Art. 38 

• Art. 39  

Control area D 

Procedures and controls are followed, which en-

sure that personal data can be deleted or re-
turned if an agreement is entered into with the 
data controller. 

• Deletion of personal information 
• Return of personal information 

• Art. 28 (3)(g) 

Control area E 

Procedures and controls are followed, which en-
sure that the data processor only stores personal 
data in accordance with the agreement with the 

data controller. 

• Storage of personal data 

• Handling of input and output data mate-
rials 

• Art. 28 (3)(c) 

Control objectives F 

Procedures and controls are followed, which en-
sure that only approved sub-data processors are 

used, and that the data processor, by following 
up on their technical and organisational measures 
to protect the data subjects' rights and the pro-

cessing of personal data, ensures satisfactory pro-
cessing security. 

• Sub data processor agreement and in-
struction 

• Approval of sub data processors 

• Changes to approved sub data processors 
• Overview of approved sub data proces-

sors 

• Supervision of sub data processors 

 

• Art. 28 (2) and (4) 

Control area H 

Procedures and controls are followed, which en-
sure that the data processor can assist the data 

controller with the provision, correction, deletion 
or restriction of information on the processing of 
personal data to the data subject. 

• The data subject’s rights • Art. 28 (3)(e) 
 

 

 

 

Control area I 

Procedures and controls are followed to ensure 
that any security breaches can be handled in ac-
cordance with the data processor agreement en-

tered into. 

• Communication of personal data breach 

• Identification of personal data breaches 
• Registration of personal data breaches 
• Assisting the data controller with hand-

ling personal data breaches 

• Art. 33 (2) 

• Art. 28 (3)(f) 
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RISK ASSESSMENT 

It is Management’s responsibility to take initiatives to address the threat scenario that Emento is facing at 
all times, so that the security measures and controls introduced are appropriate, and the risk personal 
data breach, is reduced to a proper level.  
 
The appropriate level of security is assessed on a current basis. The assessment takes into consideration 
risks relating to the accidental or unlawful destruction, loss or alteration of personal data, or unauthorised 
disclosure of or access to personal data, which is transmitted, stored, or otherwise processed.  
 
An annual risk assessment is performed as the basis of updating of the technical and organisational secu-
rity measures and other controls. The risk assessment illustrates the probability and consequences of inci-
dents that may threaten the security of personal data and thereby natural persons’ rights and freedoms, 
including incidental, intentional, and unintentional events. The risk assessment considers the actual tech-
nical level and implementation costs. 

TECHNICAL AND ORGANISATIONAL SECURITY MEASURES AND OTHER CONTROLS 

The technical and organisational security measures and other controls concern all processes and systems, 
which process personal data on behalf of the Controller. The control objectives and control activities 
stated in the control schedule are an integral part of the subsequent description. 

The Data Processor's guarantees 

Emento has introduced policies and procedures ensuring that Emento can provide the sufficient guaran-
tees for completing appropriate technical and organisational security measures in such a way that the pro-
cessing complies with the requirements of the General Data Protection Regulation and ensures protection 
of the data subject's rights. Emento has established an organisation of the security of personal data as 
well as prepared and implemented an information security policy approved by Management, which is re-
viewed and updated on an ongoing basis. Procedures for recruiting and resignation of employees as well as 
guidelines for training and instruction of employees processing personal data, including completion of 
awareness and information campaigns, exist. 

Data processing agreement 

Emento has introduced policies and procedures for entering into data processing agreements, which en-
sure that Emento in relation to the client contract enters into a data processing agreement, which states 
the terms for processing of personal data on behalf of the Controller. Emento applies a template for data 
processing agreements in accordance with the services to be provided, including information on the use of 
subprocessors. The data processing agreements are digitally signed and stored electronically. 

Instruction for processing of personal data 

Emento has introduced policies and procedures ensuring that Emento acts according to the instruction 
given by the Controller in the data processing agreement. The instruction is maintained with procedures 
instructing employees in how processing of personal data must be done. Moreover, the procedures ensures 
that Emento informs the Controller, when their instructions are not perceived to be following data protec-
tion legislation. 

Subprocessors 

Emento has introduced policies and procedures which ensure that subprocessors are assigned the same 
data protection obligations as stated in the data processing agreement between the Controller and 
Emento and that the subprocessor may give sufficient guarantees to protection of personal data. Proce-
dures ensure that the Controller gives a preceding specific or general written approval of sub processors, 
including changes of approved sub processors are controlled. 
 
Emento assesses the sub processor and their guarantees, before an agreement is entered into, to ensure 
that the subprocessor will be able to comply with the obligations assigned to Emento. Emento monitors 
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their subprocessor on an annual basis based on a risk assessment of the specific processing of personal 
data by obtaining auditor reports of the type ISAE 3000 or SOC 2, or similar documentation. 

Confidentiality and professional secrecy 

Emento has introduced policies and procedures ensuring confidentiality at the processing of personal data. 
All employees at Emento have committed to confidentiality by signing an employment contract containing 
terms of secrecy and confidentiality. 

Technical and organisational security measures 

Risk assessment 
Emento has completed the technical and organisational security measures on the basis of an risk assess-
ment in connection to confidentiality, integrity and availability. Please refer to separate section about 
this. 
 
Contingency plans 
Emento has established contingency plans, thus, Emento can re-establish the availability of and access to 
personal data in due time in case of physical and technical events. Emento has established emergency 
preparedness, which takes effect in these cases. Organisation of an emergency preparedness group is es-
tablished and guidelines for activation of the emergency preparedness has been introduced. 
 
Emento has designed detailed contingency plans and plans for re-establishment of systems and data, 
which among other things ensure person independence in connection with activation of the emergency 
preparedness and the re-establishment. A copy of the plans is stored securely outside Emento’s IT sys-
tems. The plans are tested and revised on a current basis in connection with changes to systems, etc. 
 
Storage of personal data 
Emento has introduced procedures ensuring that personal data are solely stored in accordance with the 
contract with the Controller and the list of locations in the accompanying data processing agreement.   
 
Physical access control 
Emento has introduced procedures ensuring that rooms are protected against unauthorised access. Only 
persons with a work-related or other legitimate need have access to the rooms, and special security 
measures have been taken for areas, where personal data is processed. Clients, suppliers, and other visi-
tors must be escorted. 
 
Physical security 
Emento has introduced procedures to ensure that servers are protected from unauthorized access, dam-
age, outages, and similar incidents by special security measures. Servers are thus stored in a specially de-
signed server room with physical and electronic access control and logging of accesses. The server room is 
protected against environmental threats such as fire, water intrusion, moisture, overheating, power fail-
ure and over-voltage. Systems for environmental protection of operating facilities are serviced and main-
tained on an ongoing basis in accordance with the regulations of the respective suppliers. The operating 
environment is monitored. 
 
Logical access security 
Emento has introduced procedures ensuring that access to systems and data are protected by an authori-
sation system. User is set up with unique user identification and password, and user identification is used 
in connection with allocation of resources and systems. All allocation of rights in systems is based on a 
work-related need. An assessment of the users’ continued work-related need for access is reviewed at 
least once annually, including relevancy and correctness of allocated user rights. Procedures and controls 
support the process of creating, changing, and terminating users and allocated rights as well as review 
hereof. 
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The design of rules for i.a. length, complexity, regular changes to and history of password and termination 
of user account after unsuccessful log-on attempts follows best practice for a secure logical access con-
trol. Technical measures have been established to support these rules.  
 
To access guides in the Emento Product Suite app, the user has to be validated with MitID. To access 
guides in the _Guide app, the user can access with a phone number and a password.  
 
Remote workplaces and remote access to systems and data  
Emento has introduced procedures ensuring that access from workplaces outside Emento’s premises and 
remote access to systems and data take place through VPN connections. 
 
External communication connections 
Emento has introduced procedures to ensure that external communications connections are secured with 
strong encryption and that e-mail and other communications containing sensitive personal information are 
encrypted in the transmission using TLS. 
 
Encryption of personal data 
Emento has introduced procedures ensuring that databases containing personal data are encrypted and 
that the same apply for back-up copies. Recovery keys and certificates are securely stored. 
  
Emento has introduced procedures ensuring that data on personal units, which are not protected by spe-
cial security measures, is encrypted when put into use, so that access to data is only possible for author-
ised users. Recovery keys and certificates are stored properly. 
 
Algorithms and levels of encryption used for encryption of units, servers, and data are risk-assessed on a 
current basis according to the current threat level.  
 
Firewall 
Emento has introduced procedures ensuring that traffic between the internet and the network is con-
trolled by a firewall. External access by means of ports in the firewall is limited wherever possible, and 
access rights are allocated through actual ports for specific segments. Workstations uses firewall. 
 
Network security 
Emento has introduced procedures ensuring that networks in relation to use and security are divided into 
several virtual networks (VLAN), in which traffic between the individual virtual networks are controlled by 
firewalls. Servers with incorporated firewalls use this to ensure that access is only given to necessary ser-
vices.  
 
Anti-virus programme 
Emento has introduced procedures ensuring that units with access to networks and applications are pro-
tected against virus and malware. Antivirus programmes and other protective systems are continually up-
dated and adjusted in relation to the actual threat level, and an ongoing monitoring of these systems has 
been set up, including periodical testing for functionality. 
 
Vulnerability scanning 
Emento has introduced procedures ensuring that a periodic portscanning for the purpose of identifying and 
prevent technical vulnerabilities in the infrastructure, thus, losses of confidentiality, integrity, and acces-
sibility of systems and data are avoided.  
 
Back-up and re-establishment of data 
Emento has introduced procedures ensuring that systems and data are backed up to prevent loss of data or 
loss of accessibility in the event of critical failures. Back-ups are stored at an alternative location. Back-
ups are protected with both physical and logical security measures, which prevent data from falling into 
the hands of unauthorised persons or that back-ups are destroyed by fire, water, malicious damage, or ac-
cidental damage.  
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Maintenance of system software 
Emento has introduced procedures ensuring that system software is updated regularly according to the 
suppliers’ directions and recommendations. Procedures for Patch Management include operating systems, 
critical services and software installed on servers and workstations.  
 
Logging in systems, databases, and network 
Emento has introduced procedures ensuring that logging is set up in accordance with legislative require-
ments and business needs, based on a risk assessment of systems. The scope and quality of log data are 
sufficient to identify and demonstrate possible unauthorised use of systems or data, and log data is exam-
ined on a current basis for applicability and abnormal conduct. Log data is secured against loss and eras-
ure. 
 
Monitoring 
Emento have introduced procedures ensuring that continuing monitoring of systems and technical security 
measures introduced.  
 
Testing, assessment and evaluation 
Emento has introduced procedures for regular testing, assessment and evaluation of the efficiency of the 
technical and organisational security measures for ensuring the processing security. 

Data protection by design and by default 

Emento has introduced policies and procedures for developing and maintaining the Emento Product Suite, 
which ensure a controlled change of process. A change management system for controlling development 
and change tasks is applied, and every task follows a uniform process initiated by a risk assessment in ac-
cordance with the requirements of data protection by design and by default.  
 
Development, testing, and production environments are separate, and segregation of duties is established 
between employees in the development department and the operation and support department. Each de-
velopment and change task passes through a testing cycle and anonymised production data are applied as 
test data. Procedures are introduced for version control, logging and back-up, thus, it is possible to rein-
stall previous versions. 

Deletion and return of personal data 

Emento has introduced policies and procedures ensuring that personal data are deleted or returned in ac-
cordance with instruction from the Controller, when the processing of personal data terminates at the end 
of contract with the Controller. 

Assistance to the Controller 

Emento has introduced policies and procedures ensuring that Emento can assist the Controller in comply-
ing with their obligation to reply to requests on executing the data subjects’ rights. 
 
Emento has introduced policies and procedures ensuring that Emento can assist the Controller in ensuring 
compliance with the obligations of article 32 on security of processing, article 33 on notification and com-
munication of personal data breach, and article 34 - 36 on data protection impact assessment. 
 
Emento has introduced policies and procedures ensuring that Emento can provide to the Controller all in-
formation necessary to demonstrate compliance with the requirements of the Data Processors. Besides, 
Emento allows and assists in audits, including inspections performed by the Controller or others, who are 
authorised to do this by the Controller. 

Records of processing activities 

Emento has introduced policies and procedures ensuring that a record is kept of categories of processing 
activities performed on behalf of the Controller. The record is updated regularly and controlled during the 
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annual review of policies and procedures, etc. The record is stored electronically and can be provided for 
the supervisory authority, by request.  

Communication of personal data breach 

Emento has introduced policies and procedures ensuring that personal data breaches are registered with 
detailed information about the event and that the Controller communicates without undue delay after 
Emento becomes aware of the personal data breach. The registered information makes the Controller able 
to assess whether the personal data breach must be reported to the supervisory authority and whether the 
data subjects should be notified. 

Data Protection Officer 

Emento has introduced procedures to ensure that external communications connections are secured with 
strong encryption and that email and other communications containing sensitive personal information are 
encrypted in the shipment using TLS. Emento has appointed a Data Protection Officer, as Emento pro-
cesses sensitive personal data to a large extent as part of its core business. Emento has also established a 
Data Protection Officer team and prepared a mandate for it. The Data Protection Officer refers to the 
Senior Management of Emento, who has prepared a job and job description for the Data Protection Of-
ficer, including the tasks of the Data Protection Officer. 
 

CHANGES DURING THE PERIOD FROM 1 APRIL 2022 TO 31 MARCH 2023  

Emento A/S has not made significant changes of the Emento Product Suite and the relating technical and 
organisational security measures and other controls during the period from 1 April 2022 to 31 March 2023. 
 

COMPLEMENTARY CONTROLS WITH THE CONTROLLER 

The Controller is obligated to implement the following technical and organisational security measures and 
other controls to achieve the control objectives and thereby comply with the data protection legislation:   

• The Controller is responsible for ensuring that the administrators’ use of the Emento platform and 
the processing of personal data conducted in the system are in accordance with the data protec-
tion legislation. 

• The Controller controls the user privileges in the Emento platform, including who are allocated 
administrator access and which rights the individual administrators are allocated. 

• The data controller is responsible for ensuring that the administrators' use of the Emento platform 
and the processing of personal data carried out in the system take place in accordance with data 
protection legislation. 
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4. CONTROL OBJECTIVES, CONTROL ACTIVITIES, TESTS AND THE RESULT OF TESTS 

We conducted our engagement in accordance with ISAE 3000, Assurance Reports Other Than Audits or Re-
views of Historical Financial Information.  
 
BDO has inspected procedures to obtain evidence of the information in Emento A/S’ description of the 
Emento Product Suite, the design and operating effectiveness of the relating technical and organisational 
measures and other controls. The procedures selected depend on BDO’s assessment, including the assess-
ment of the risks that the description is not fairly presented and that the controls are not appropriately 
designed or operating effectively.   
 
BDO’s test of the design and the operating effectiveness of the relating technical and organisational 
measures and other controls and their implementation has included the control objectives and related the 
control objectives and related control activities selected by Emento A/S, and which are described in the 
check form below.  
 
In the test form, BDO has described the tests carried out which were assessed necessary to obtain reason-
able assurance that the stated control objectives were achieved, and that related controls were appropri-
ately designed and operated effectively for the period 1 April 2022 to 31 March 2023.  
 

Test procedures 

Test of the design of the relating technical and organisational measures and other controls and their im-
plementation was performed by inquiries, inspection, observation and re-performance. 
 

Type Description 

Inquiry Inquiries of relevant personnel have been performed for all significant control activities. 
 
The purpose of the inquiries was to obtain knowledge and further information about imple-

mented policies and procedures, including how the control activities are performed, and to 
obtain confirmed evidence of policies, procedures and controls. 

Inspection Documents and reports, which include information about the performance of the control, 
have been read for the purpose of assessing the design and monitoring of the specific con-

trols, i.e., whether the design of the controls is expected to be effective if implemented, 
and whether the controls are sufficiently monitored and checked at suitable intervals. 
 

Tests have been performed of significant system structures of technical platforms, databases 
and network equipment to ensure that controls have been implemented, including for exam-
ple assessment of logging, back-up, patch management, authorisations and access controls, 

data transmission, and inspection of equipment and locations. 

Observation The use and existence of specific controls have been observed, including tests to ensure that 
the control has been implemented. 

Re-performance Controls have been re-performed to obtain additional evidence that the controls operate as 
assumed. 

 

For the services provided by Hetzner Online GmbH within hosting, we have received an ISO 27001 certifi-
cation for the period 27 September 2019 to 26 September 2025 and two internal safety reports signed in 
2022 and 2023 on technical and organisational security measures relating to operation of the hosting ser-
vices. 
 
With respect to the services provided by Team Blue A/S within hosting, we have from independent auditor 
received the ISAE 3402 report for the period 1 January to 31 December, ISAE 3000 GDPR report at 8 No-
vember 2022 and ISO 27001 certification for the period 18 March 2021 to 25 March 2024 on technical and 
organisational security measures relating to operation of the hosting service. 
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With respect to the services provided by TwentyThree ApS within the video platform, we have from inde-
pendent auditor received the ISAE 3000 GDPR report for the period 1 December 2021 to 31 December 2022 
from on technical and organisational security measures relating to operation of the video platform. 
 
With respect to the services provided by Kontainer A/S within Digital Asset Management, we have from 
independent auditor received the ISAE 3402 report for the period 1 April 2021 to 31 March 2022 on tech-
nical and organisational security measures relating to operation of Digital Asset Management. 
 
With respect to the services provided by OnlineCity A/S within SMS gateway, we have from independent 
auditor received the ISAE 3000 GDPR report for the period 1 May 2021 to 30 April 2022 on technical and 
organisational security measures relating to operation of the SMS gateway. 
 
These sub-processors and service organisations’ relevant control objectives and related controls are not 
included in Emento’s description of the Emento Product Suite and relevant controls related to operation 
of the Emento Product Suite. Thus, we have solely assessed the reports and tested the controls at Emento 
A/S, which ensures appropriate supervision of the sub-processor’s compliance with the data processing 
agreement made between the sub-processor and the data processor and compliance with the General Data 
Protection Regulation and the Danish Data Protection Act. 
 

Result of test 

The result of the test made of technical and organisational measures and other controls has resulted in 
the following exceptions noted. 
 
An exception exists when: 

• Technical and organisational measures and other controls have not been designed or implemented 
to fulfil a control objective, and 

• Technical and organisational measures and other controls related to a control objective are not 
suitably designed and implemented or did not operate effectively throughout the period. 
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Control area A 

Control Objective 

 Procedures and controls are followed to ensure that instructions regarding the processing of personal data are complied with in accordance with the data processing agreement entered. 

Control activities Test performed by BDO Result of test 

Entering a data processing agreement with the Controller 

 

 The Data Processor has procedures for entering into 

written data processing agreements which are in ac-
cordance with the services provided by the Data Pro-

cessor. 

 The Data Processor applies a data processing agree-
ment template for entering into data processor agree-

ments. 

 When entering a written data processing agreement 
based on the data controllers’ template, the data 
processor uses a checklist to ensure that it can com-

ply with the data processing agreement. 

 Data processing agreements are signed and stored 

electronically. 

 Data processing agreements contain information 

about the use of sub processors. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s procedures for entering 
new data processing agreements. 

 
We have observed that the data processor applies its own or the 
customer’s template for data processing agreements.  
 
Using random samples of the data processor’s data processing 
agreements we have observed that the agreements contain in-

formation about the use of sub processors. 
 
Using random samples of the data processor’s data processing 
agreements we have observed that the agreements are stored 
electronically and signed. 

 
 
No exceptions noted.  

Instruction for processing of personal data 

 

 Data processing agreement contains instructions from 

data controller(s). 

 The Data Processor obtains instruction for processing 

personal data from the Controller, in connection with 

entering into a data processor agreement. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected samples of data processing agreements and 

observed that the data processing agreement contains a general 
instruction in relation to operation and maintenance of the data 
controller’s service with the data controller. 
 

 
 

No exceptions noted.  

Compliance with instruction for processing of personal data 

 

 The Data Processor solely processes personal data as 

per instruction from the Controller. 

 The Data Processor has created and implemented 
written procedures regarding processing personal 

data to ensure that data is only processed based on 

instructions from data controllers.  

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s template for data pro-
cessing agreements. 

 

 
 
No exceptions noted. 
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Control area A 

Control Objective 

 Procedures and controls are followed to ensure that instructions regarding the processing of personal data are complied with in accordance with the data processing agreement entered. 

Control activities Test performed by BDO Result of test 

 The Data Processor procedures are looked over and 

updated regularly and at least annually. 

 The Data Processor verifies that it complies with in-

structions in active data processing agreements.  

We have observed that the data processor solely processes data 
per instruction from the controller. 
 

We have observed that the data processor has implemented 
procedures regarding illegal instructions. 
 

We have observed that the data processor procedures are ap-
proved by the management in November 2022. 
 

We have inspected that the data processor conducts monthly 
TRUST meetings in which compliance with instructions are veri-
fied. 

Communication of unlawful instruction to the Controller 

 

 The Data Processor has prepared a procedure for 
communication to the Controller when the Control-

ler's instruction is in contravention of the data protec-

tion legislation. 

 The Data Processor communicates immediately to the 

Controller, if the Controller’s instruction is in contra-

vention of the data protection legislation. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s procedure for illegal in-
structions and observed that the data processor communicates 
immediately to the controller if the controller’s instruction is in 
contravention of the data protection legislation. 
 
We have by request been informed that no incidents have oc-

curred in the period. 

 

 
No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Risk Assessment 

 

 On an ongoing basis, risk assessment of potential risks 

for the accessibility, confidentiality and integrity of 
data is performed, in relation to the data subjects’ 
rights and freedoms. 

 The vulnerability of systems and processes is assessed 

based on identified threats. 

 Risks are minimised based on the assessment of their 

likelihood and consequence. 

 Risk assessments are updated on an ongoing basis 

when needed, but at least once a year. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s risk assessment and ob-
served that the risk assessment includes the potential risks for 

the accessibility, confidentiality, and integrity of data in rela-
tion to the data subjects’ rights and freedoms. 
 

We have observed that the data processor concerns potential 
risks by implementing preventive actions. 
 

We have observed that risks are based on estimated likelihood 
and consequence. 
 

We have observed that the risk assessment is updated in March 
2023.  

 
 
No exceptions noted.  

Contingency plans in case of physical or technical incidents 

 

 The Data Processor has established a contingency 
plan, which ensures quick response time to restore 
the accessibility of and access to personal data in a 

timely manner, in case of a physical or technical inci-

dent. 

 The Data Processor has established periodic testing of 

the contingency plan with a view to ensure that the 
contingency plans are up-to-date and efficient in crit-

ical situations. 

 Tests of the contingency plans are documented and 

evaluated. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s contingency plan. 
 
We have observed that the contingency plan contains a proce-
dure for actions in case of technical or physical incidents. 

 
We have inspected the data processer’s test of the contingency 
plan in February 2023 and observed that the test is docu-

mented. 
 
We have inspected that the data processor has evaluated the 

test of the contingency plan. 

 
 

No exceptions noted.  

Physical access control 

 

 Physical access control is established, which reduced 

the possibility for unauthorised access to the Data 

 
 
We have made inquiries to relevant staff at the data processor. 

 

 
 
No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Processor’s offices, facilities and personal data. Only 
authorised personnel has access. 

 All access is registered and logged. 

 A regular and annual control of the physical access se-

curity measures is performed. 

We have inspected the data processor’s overview of keys to the 
office and observed that key only is delivered to authorised per-
sonnel. 

 
We have inspected that all access to the office is registered and 
logged. 

 
We have inspected that the data processor performs a regular 
control of the employees’ physical access. 

Logical access control 

 

 The Data Processor has implemented procedures for 
user administration which ensures that user creation 

and deletion follows a uniformed process and that all 

user creations are authorised. 

 User rights are assigned based on work-related needs. 

 Privileged user rights are assigned based on work-re-

lated needs. 

 Users and user rights are reviewed two times annu-

ally.  

 All access to systems and data is logged. 
 The data processor has established logical access con-

trol for systems with personal information, including 
two-factor authentication. 

 The data processor has established rules for password 

requirements, which must be followed by all employ-

ees as well as external consultants. 

 

 

 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s procedure for employ-
ment and observed that user and privileged rights are based on 
work-related-needs. 

 
We have by samples inspected that user rights for new employ-
ees are approved by the management and is based on work re-

lated needs. 
 
We have inspected that the data processor reviews users and 

rights two times annually. 
 
Through samples we have inspected that the data processor has 

established two-factor authentication for remote access. 
 
We have by request been informed that no external consultants 

have been granted access to the controller’s data. 
 
We have inspected that all access to systems and data is 

logged. 
 
We have inspected the data processor’s password policy based 

on best practice standards and is implemented through the cen-
tral setup. 
 

 

 
No exceptions noted. 
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Remote workplaces and remote access to systems and data 

 

 All mobile units which have access to personal data 

must have anti-virus installed and updated. 

 Remote access to the Data Processor’s systems and 

data is via an encrypted VPN connection.  

 Remote access must go through two-factor authenti-

cation.  

 

 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s IT-security policy and 
observed that all mobile units which have access to personal 

data must have anti-virus installed and updated. 
 
We have through samples observed that all computers have up-

dated antivirus and VPN installed. 
 
We have inspected that remote access to the Data Processor’s 
systems and data is via an encrypted VPN connection. 
 
We have by samples inspected that the data processor has es-

tablished two-factor authentication for remote access. 

 
 
No exceptions noted.  

External communication connections 

 

 External access to systems and databases, which are 

used to process personal data, is done through fire-

wall and VPN.  

 Exchange of personal data through e-mail is done by 

secure e-mail (SikkerMail). 

 External communication connections are encrypted. 

 The Data Processor has an overview of which external 

communication connections are approved to access 

their network. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that external access to systems and data-
bases is through firewall and VPN. 

 
We have inspected that the data processor employs Permido as 
secure e-mail service. 

 
We have inspected that no external services have access to the 
data processor’s network. 

 
 
No exceptions noted.  

Encryption of personal data 

 

 The Data Processor has implemented an encryption 
policy for encryption of personal data. The policy de-

fines the strength and protocol for encryption. 

 Portable media with personal data are encrypted. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s encryption policy for 
encryption of personal data. 
 
We have by samples inspected that encrypted hard drives is es-

tablished on all computers. 

 
 

No exceptions noted.  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 6
40

U
A-

PC
6T

P-
E1

2F
V-

W
M

K4
F-

30
4C

F-
X6

K2
K



 

BDO STATSAUTORISERET REVISIONSAKTIESELSKAB | HAVNEHOLMEN 29 | 1561 COPENHAGEN V | CVR-NO. 20 22 26 70 Page 22 of 41 

 

ISAE 3000 ASSURANCE REPORT  EMENTO A/S 

Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

 When transmitting confidential and sensitive personal 
data via the internet and e-mail, encryption is ap-

plied. 

 
We have inspected that the data processor employs Permido as 
secure e-mail service. 

Firewall 

 

 The Data Processor has configured firewall according 

to best practise. 

 The Data Processor only use services/ports which are 

needed. 

 Firewalls are configured and validated periodically 

when needed, thus, service/ports only are open when 

needed. 

 

 
We have interviewed relevant personnel with the data proces-
sor.  

 
We have inspected that firewall is configured according to best 
practice. 

 
We have by request been informed that the firewall service on 
the servers is updated. 

 

 
No exceptions noted.  

Network security 

 

 The network topology is structured according to best-
practice principles, which means that servers that run 

applications cannot be accessed directly from the In-

ternet. 

 The Data Processor's network is segmented so that in-

ternal services/servers cannot communicate directly 

with the internet. 

 The Data Processor uses known network technologies 

and mechanisms (Firewall/Intrusion Detection Sys-
tem/Intrusion Prevention System) to protect internal 

network. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s network topology and 
observed servers that run applications cannot be accessed di-
rectly from the Internet. 

 
We have observed that the network is structured according to 
best practice and that the network is segmented from the guest 

network. 
 
We have on request been informed that all access to the data 

controller’s data is through VPN. 

 

 
No exceptions noted.  

Anti-virus program 

 

 Anti-virus software is installed on all servers and 

workstations. 

 Anti-virus software is updated on an ongoing basis and 

updated with the latest version. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s IT security policy and 
observed that antivirus must be installed on all computers and 
serves. 

 

 

 
No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

We have through samples observed that computers and servers 
have updated antivirus installed. 

Vulnerability scanning and penetration testing 

 

 At least once a year, vulnerability scanning/port scan-
ning of the Data Processor’s network is performed. 

The result is documented in a report. 

 The Data Processor reviews the report and follows up 

on ascertained weaknesses. 

 The Data Processor processes/handles/mitigates any 

vulnerabilities based on a risk assessment.  

 The Data Processor has documented their han-

dling/mitigation of weaknesses found. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that the data processor has performed a vul-

nerability scan. We observed that one medium vulnerability has 
been found.  
 

We have inspected that the data processor's TRUST manage-
ment has reviewed and accepted the vulnerability. 

 
 

No exceptions noted.  

Back-up and re-establishment of data 

 

 Back-up of systems and data is performed daily. 

 Operation and storage of back-ups are outsourced to 

sub data processor. 

 Restore test is performed once a year. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s security policy. 
 
We have inspected that back-up of systems are performed 

daily, weekly, and monthly. 
 
We have observed that monthly backup is stored for three 

months. 
 
We have observed that back up restore tests are performed reg-

ularly. 
 
We have inspected that restore test was performed during the 

period. 

 

 
No exceptions noted.  

Maintenance of system software 

 

 The Data Processor keeps an overview of operating 

system software/third party programmes on work-

stations and servers which is updated continuously. 

 
 
We have made inquiries to relevant staff at the data processor. 

 

 
 
No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

 Operating system software on servers and work-
stations is constantly updated. 

 The data processor has implemented a system soft-

ware update process to ensure system availability and 

security.  

We have inspected that security software is automatically up-
dated through Jamf. 
 

We have by samples inspected that system software is updated 
on all computers and servers. 

Logging in systems, databases, and network, including logging 

of application of personal data 

 

 All successful and failed attempts to access the Data 

Processor’s systems and data are logged. 

 All user changes in systems and databases are logged. 

 The log is deleted after the determined retention pe-

riod. 

 The Data Processor monitors and logs network traffic. 

 Logs are kept for 6 months. 

 
 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s procedure for logging. 
 
We have observed that logging is implemented and that all suc-

cessful and unsuccessful login attempts along with changes and 
access to personal data are logged. 
 

We have observed the data processor monitors and logs network 
traffic. 
 

We have observed that logging is stored for 6 months. 

 
 

 
No exceptions noted.  

Monitoring 

 

 The Data Processor has established a monitor system 

for monitoring of production environments, including 

uptime, performance, and capacity. 

 The Data Processor is notified of identified alerts and 

follows up on these. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s monitor system. 
 

We have observed that the system is monitoring capacity, up-
time, and performance. 
 

We have through samples inspected that the system notifies 
alarms, and that the data processor follows up on incidents. 

 
 
No exceptions noted.  

Repair and service as well as disposal of IT equipment 

 

 The data processor gets IT equipment repaired on-
premise and monitors the repair. 

 
 
We have made inquiries to relevant staff at the data processor. 

 

 
 

No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

 The data processor disposes of IT equipment by physi-
cal destruction of data-bearing media. 

 The data processor securely deletes data on data-

bearing media (overwriting/distortion, encryption) 
 The data processor maintains a list of destroyed IT 

equipment. 

 Data processor follows ISO 27001 or NIST 800-88 in-
structions regarding media disposal. 

We have inspected disposal, destruction, and reuse policy and 
observed that media should be destroyed according to best 
practice. 

 
We have by request been informed that no it-equipment has 
been destroyed or repaired during the period. 

Testing, assessment and evaluation of the efficiency of the 

technical and organisational security measures 

 

 The Data Processor tests, assesses and evaluates the 
efficiency of whether the technical and organisational 

security measures are appropriate in relation to the 

data processed on behalf of the Controller. 

 
 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected that tests and evaluation of implemented 
technical and organisational security measures are conducted 
during the monthly TRUST meetings. 

 
 

 
No exceptions noted.  

Development and sustainability of systems  

 

 The Data Processor works on the basis of privacy-by-
design principles in development and maintenance 

tasks. 
 Risk assessment of system changes has been per-

formed to ensure data protection through design and 

default settings.  

 

 
We have made inquiries of relevant personnel at the Data Pro-
cessor. 
 

We have inspected that the data processor works based on pri-
vacy-by-design principles observed that the data processor per-

forms risk assessment in situations with development changes. 
 
Through random samples we have inspected that all relevant 

development tasks are risk assessed. 

 

 
No exceptions noted. 

Information security in development and changes 

 

 The Data Processor works on security-by-design prin-

ciples in development and change tasks. 

 A rollback plan is implemented in case of errors in the 

production environment. 

 The Data Processor minimises attack surfaces by re-
lating to functionalities and open service usability in 
development and modification tasks. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that the data processor works based on pri-
vacy-by-design principles. 

 
We have inspected that the data processor has a plan for roll-
back of changes. 

 
 
No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

 User creation takes place as a starting point with the 

lowest user rights level. 

 Only the Data Processor’s developers have access to 
source code. 

 
We have observed that user creation is based on lowest user 
rights level as a starting point. 

 
We have observed that only employees with work related needs 
have access to the source code. 

 
We have by samples inspected that the change management 
procedure is complied with during the period. 

Segregation of development, test and production environ-

ments 

 

 Segregation of duties between development and oper-

ation has been introduced. 

 Changes to functionality are tested before being put 

in operation. 

 Development and test are performed in development 
environments, which are segregated from production 

systems. 

 A version management system is used to register all 

changes in source code 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have observed that the data processor has established seg-
regation of duties between development and operation. 

 
We have observed that all changes to the platform are regis-
tered. 

 
We have by samples inspected that the change management 
procedure is compiled during the period. 

 

 

 
 
No exceptions noted.  

Personal data in development and test environments 

 

 Fictional test data or anonymised data are used in de-

velopment and test environments. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that all data is fictional in the test and de-
velopment environment and is generated by a script. 

 
 
No exceptions noted.  

Support assignments 

 

 Supporters access and handling of personal data is 
given based on support tickets and the supports work 

related need. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

Based on random samples of data processing agreements, we 
have inspected that there is instruction to support with the 
data controllers. 

 

 
No exceptions noted.  
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Control area B 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented technical measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

 
We have by request been informed that only employees with a 
work-related need can access the data controller's personal 

data. 
 
We have inspected that only employees with a work-related 

need have access to the data controller's personal data. 
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Control area C 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented organisational measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Information Security Policy 

 

 The Data Processor has prepared and implemented an 

information security policy. 

 The Data Processor has prepared and implemented a 

data protection policy. 

 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected the data processor’s information security 
policy. 
 

We have inspected the data processor’s data protection policy. 

 

 
No exceptions noted.  

Review of the information security policy 

 

 The Data Processor’s information security policy is re-
viewed and updated at least once annually.  

 The Data Processor’s data protection policy is re-

viewed and updated at least once annually. 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have observed that the information security policy is re-
viewed in August 2022. 

 
We have observed that the data protection policy is reviewed in 
September 2022. 

 
 
No exceptions noted.  

Organisation of information security policy 

 

 The Data Processor has documented and established 

management control of information security. 

 The Data Processor has documented and established 

management control of the data protection policy. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected that management of information security 
and data protection is described. 
 

We have observed that the TRUST group, in which the top man-
agement sits, is responsible for information security and data 
protection. 

 
We have observed that all controls in relation to complying with 
information security policy and data protection policy is man-

aged through an ISMS system. 
 
 

 

 

 
No exceptions noted.  
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Control area C 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented organisational measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Recruitment of employees 

 

 The Data Processor performs screening of potential 

employees before employment. 

 The Data Processor performs background check in ac-
cordance with the Data Processors procedure and the 

position, which the candidate is to fill.  

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s procedure for employ-
ment and observed that the data processor performs screening 

of potential employees before employment. 
 
We have through samples inspected that the data controller 

performs a background check in accordance with the proce-
dure. 

 
 
No exceptions noted.  

Resignation of employees 

 

 The Data Processor has prepared and implemented a 
procedure for resignation of employees at the end of 

the employment. 

 At resignation, the employee is informed that the 

signed confidentiality agreement is still applicable. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s terms of employment. 
 
Using random samples, we have inspected that the employee’s 
confidentiality agreement is still applicable after resignation. 

 
 

No exceptions noted.  

Training and instruction of employees processing personal 

data 

 

 The Data Processor conducts awareness training of 

new employees in accordance with data protection 
and information security, in continuation of the em-

ployment. 

 The Data Processor conducts introduction courses for 
new employees regarding how data controllers are to 

process data.  

 The Data Processor conducts training of employees on 
an ongoing basis in accordance with data protection 

and information security and handling hereof. 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that new employees are trained in data pro-
tection and GDPR. 

 
We have by samples inspected that new employees have ac-
cepted the policies and procedures of the data processor. 

 
We have observed that all employees participated at disaster 
recovery day, of which information security was a part of the 

test. 
 
 

 

 

 
 
No exceptions noted.  
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Control area C 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented organisational measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Awareness and information campaigns for employees 

 

 The Data Processor conducts awareness training in the 

form of morning meetings, notices, etc.  

 The Data Processor performs information campaigns 
for employees on data protection and information se-

curity. 

 The Data Processor performs monthly meetings on 
processing and protection of personal data protec-

tion. 

 

 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have observed that all employees participated at disaster 
recovery day, of which information security was a part of the 

test. 
 
We have inspected that the data processor shares information 

about GDPR and information security regularly. 
 
We have inspected that there are monthly meetings in the 

TRUST management, where initiatives and focus areas are dis-
cussed. 

 
 
No exceptions noted.  

Confidentiality and secrecy agreement with employees 

 

 All employees are subjected to statutory duty of con-

fidentiality under the provisions of the Danish Crimi-

nal Code. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that the standard employment contract con-
tains a duty of confidentiality. 

 
Through random samples we have inspected that employees 
have signed a confidentiality agreement. 

 
 
No exceptions noted.  

Confidentiality and secrecy agreement with employees 

 

 All employees have signed an employment contract, 

which contains a section regarding confidentiality. 

 All employees have signed a confidentiality and se-

crecy agreement. 

 External suppliers/consultants are subject to profes-

sional secrecy when entering cooperation. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected that the standard employment contract con-
tains a duty of confidentiality. 
 

Through random samples we have inspected that employees 
have signed a confidentiality agreement. 
 

We have on request been informed that there have been no ex-
ternal consultants with access to personal data during the pe-
riod. 

 

 
No exceptions noted.  Pe
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Control area C 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented organisational measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Obligations of security of processing and impact assessments. 

 

 Procedures for assistance to the Controller when as-

sisting in relation to articles 32 and 35 have been pre-
pared (article 32 is covered by the risk assessment, 
and therefore, we focus on procedures for making a 

DPIA, remember that these should only be made if 
processing of personal data results in a high risk for 
the data subjects and their freedom rights. Article 35 

(3) states three examples where a DPIA must be 

made)). 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processor’s procedure for coopera-
tion with the customer’s data controller. 
 
We have observed that the data processor provides assistance 
to data controllers in relation to articles 32, 35, and 36. 

 
We have inspected that the data processor has provided assis-
tance once during the period. 

 
 
No exceptions noted.  

Audit and inspection 

 

 The Data Processor is obligated to prepare an ISAE 
3000 assurance report on the technical and organisa-

tional security measures aimed at processing and pro-

tection of personal data. 

 The Data Processor assists the Controller at physical 

supervision by making available resources. 

 The Data Processor makes available the information 
necessary to the Controller and the supervisory au-

thorities upon request, in connection with audit and 

inspection of the Data Processor. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected that the data processor is preparing an ISAE 
3000 assurance report. 
 

We have been informed that there have been no inquiries re-
garding further supervision by the data controllers. 

 

 
No exceptions noted.  

Records of processing activities 

 

 The Data Processor has established a record of pro-

cessing activities as Data Processor. 

 The record is updated with significant changes contin-

uously. 

 The record is updated at least once a year during the 

annual review. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that the data processor has a record of pro-

cessing activities. 
 
We have observed that the record is reviewed in March 2023. 

 
 
 

 
 

No exceptions noted.  
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Control area C 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented organisational measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Storage of the record 

 

 The record is stored electronically on the Data Pro-

cessor’s system/file drive. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have observed that the record is stored electronically in the 
ISMS system. 

 
 
No exceptions noted.  

The Danish Data Protection Agency's access to the record 

 

 The Data Processor hands over the record at the re-

quest of the Danish Data Protection Agency. 

 

 
We have interviewed relevant personnel with the Data Proces-
sor.  

 
We have been informed that there have been no requests for 
the record by the Danish Data Protection Agency during the pe-

riod. 

 

 
No exceptions noted.  

Selection of Data Protection Officer 

 

 The Data Processor has developed and implemented a 

procedure for appointing a Data Protection Officer. 

 The Data Processor has appointed a Data Protection 

Officer. 

 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that the data processor has decided to ap-
point ad Data Protection Officer. 

 
We have observed that the data processor has entered an 
agreement with DPO Danmark who will be functioning as DPO. 

 
 
No exceptions noted.  

The position of the Data protection officer. 

 

 The Data Processor has prepared and implemented a 
description of the position of the Data Protection Of-
ficer. 

 The Data Processor engages the Data Protection Of-
ficer regarding the protection of personal data. 

 The Data Protection Officer reports directly to the 

Data Processor's management. 
 The Data Protection Officer is subject to a duty of 

confidentiality/confidentiality. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the cooperation agreement with DPO Dan-

mark. 
 
We have observed that the agreement contains requirements 

regarding duty of confidentiality and reporting. 
 
 

 

 
 

No exceptions noted.  Pe
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Control area C 

Control Objective 

 Procedures and controls are followed to ensure that the data processor has implemented organisational measures to ensure relevant processing security.  

Control activities Test performed by BDO Result of test 

Tasks of the Data Protection Officer 

 

 The data processor has prepared and implemented a 

task description of the Data Protection Officer’s 
tasks. 

 The Data Protection Officer does not perform other 

tasks which conflict with the tasks of the Data Protec-

tion Officer at the Data Processor. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the cooperation agreement with DPO Dan-
mark. 

 
We have observed that the Data Protection Officer does not 
perform tasks that conflict with other tasks. 

 
 
No exceptions noted.  
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Control area D 

Control Objective 

 To ensure that the Data Processor can delete and return personal data when the service regarding the processing has terminated, in accordance with instruction from the Controller. 

Control activities Test performed by BDO Result of test 

Deletion of personal data 

 

 The Data Processor deletes the Controller's personal 

data per instruction, at termination of the main 

agreement. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processors procedure for termina-
tion of the main agreement. 

 
Through samples we have inspected that the procedure for ter-
mination of the main agreement is followed, and the data is de-

leted. 

 
 
No exceptions noted.  

Return of personal data 

 

 The Data Processor returns the Controller's personal 

data as per instruction, at termination of the main 

agreement. 

 The data controller and data processor have agreed in 

which format, transfer and media data is to be re-

turned when requested by the data controller. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected the data processors procedure for termina-
tion of the main agreement. 

 
We have on request been informed that the data processor has 
not received a request for returning data during the period. 

 
 
No exceptions noted.  
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Control area E 

Control Objective 

 Procedures and controls are followed, which ensure that the data processor only stores personal data in accordance with the agreement with the data controller. 

Control activities Test performed by BDO Result of test 

Storage of personal data 

 

 Personal data is retained so it is unavailable for unau-

thorised personnel. 

 The Data Processor’s personal data can only be ac-
cessed based on one’s work-related need. 

 Confidential digital personal data is kept in encrypted 
format. 

 Physical material containing personal data is kept 

sealed. 

 Personal data is kept only as long as there is a legiti-

mate reason for the use/storage. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that personal data is contained so it is only 
available to employees with work related needs. 

 
We have inspected that firewall is set up so that access is 
through encrypted SSH jump host. 

 
We have inspected that physical material containing personal 

data is kept sealed. 

 
We have inspected that personal data is only stored in accord-
ance with the concluded data processing agreements, which are 

12 months after the completion of the process. 

 
 
No exceptions noted.  
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Control area F 

Control Objective 

 Procedures and controls are followed to ensure that only approved subprocessors are used, and that the data processor, by following up on their technical and organisational measures to 

protect the data subjects' rights and the processing of personal data, ensures satisfactory processing security. 

Control activities Test performed by BDO Result of test 

Subprocessor agreement and instruction 

 

 When using subprocessors the Data Processor enters 
into a sub data processing agreement, which assigns 
the same data protection obligations to the sub pro-

cessor as the Processor is assigned. 

 Instructions from the Controller is disclosed to the 

subprocessor. 

 The data processing agreement with the subprocessor 

is signed and stored electronically. 

 The data processing agreement with the subprocessor 

contains information about the use of subprocessors. 

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that the data processor has entered sub data 

processing agreements which assigns the same data protection 
obligations to the subprocessor as the data processor. 
 

We have inspected that sub data processing agreements are 
signed and stored electronically.  

 
 

No exceptions noted.  

Approval of sub data processors 

 

 The Data Processor only use approved sub processors. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that subprocessors are approved in the data 

processing agreements with the data controllers. 
  
Upon request, we have been informed that the data processor 

has taken a new subprocessor into use during the declaration 
period. 
  

We have inspected that the data processor has informed the 
data controllers after the new subprocessor has been put into 
use. 

 
 

We have established that the data processor has informed the 
data controllers about the use of a new subprocessor after the 
new subprocessor has been put into use. 

 
No further exceptions noted.  

Changes to approved subprocessors 

 

 The Data Processor has prepared an appropriate pro-
cess with the Controller for change of approved sub-

processors. 

 

 
We have made inquiries to relevant staff at the data processor. 

Upon request, we have been informed that there have been no 

changes to subprocessors for the existing services during the 
declaration period. 

 

 
No exceptions noted.  
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Control area F 

Control Objective 

 Procedures and controls are followed to ensure that only approved subprocessors are used, and that the data processor, by following up on their technical and organisational measures to 

protect the data subjects' rights and the processing of personal data, ensures satisfactory processing security. 

Control activities Test performed by BDO Result of test 

 The Data Processor communicates to the Controller 
when changing subprocessors in connection with gen-

eral approval of subprocessors. 

 The Controller may object to changing subprocessor. 

 When changing subprocessor, the Data Processor must 

have a new preceding specific written approval from 

the Controller.  

 
 

 
 
 

 
 
 

 
 
 

Overview of approved subprocessors 

 

 The Data Processor has an overview of approved sub-
processors. Among other things, the overview of ap-

proved subprocessors contains information about con-
tact person, location for processing and type of pro-
cessing and category of personal data, which the sub-

processor undertakes. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected an overview of the data processor’s subpro-
cessors. 
 

We have observed that the overview contains name, location, 
and with what the subprocessor assists the processor. 

 

 
No exceptions noted.  

Supervision of sub processors 

 

 The Data Processor performs supervision, including 
obtains and reviews the subprocessor's audit opinions, 

certifications, etc. 

 The Data Processor performs supervision of the sub-

processor, based on a risk assessment.  

 The Data Processor performs supervision of the sub-

processor, at least once a year.  

 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected an overview of the data processor’s subpro-
cessors. 
 
We have inspected that the data processor has performed su-

pervision with all subprocessors. 

 
 

No exceptions noted.  
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Control area H 

Control Objective 

 Procedures and controls are followed, which ensure that the data processor can assist the data controller with the provision, correction, deletion, or restrictions of information on the pro-

cessing of personal data to the data subject. 

Control activities Test performed by BDO Result of test 

The data subjects’ rights 
 

 The Data Processor has prepared a procedure for as-
sistance to the Controller at fulfilling the data sub-

jects’ rights. 

 It is possible to provide insight into all information 

registered in the systems. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected procedures for assistance to the controller 

at fulfilling the data subject’s rights. 
 
We have observed that the subjects have the right to see the 

processed data regarding the subjects. 
 
We have inspected that request of data deletion is deleted au-

tomatically. 

 
 

No exceptions noted.  
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Control area I 

Control Objective 

 Procedures and controls are followed to ensure that any security breaches can be handled in accordance with the relevant data processing agreement. 

Control activities Test performed by BDO Result of test 

Communication of personal data breach 

 

 The Data Processor communicates to the Controller 

the personal data breach without undue delay. 

 The Data Processor updates the Controller on all in-
formation relevant and necessary when the infor-

mation is available to the Data Processor. 

 Communication between Data Processor and Control-

ler is documented and stored. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected procedures for information security breach. 
 

We have observed that the data processor has a plan for per-
sonal data breach in which the employees' whom to contact ap-
pears.  

 
We have observed that communication between the data pro-
cessor and controller is documented, stored, and evaluated. 

 
 
No exceptions noted.  

Identification of personal data breaches 

 

 The Data Processor performs surveillance for detect-

ing breaches of the personal data security. 

 The Data Processor has prepared a procedure for as-

sessing and identifying personal data breaches. 

 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected procedures for incident management. 
 
We have observed that the data processor has instructed the 

employees in identification of personal data breaches. 

 

 
No exceptions noted.  

Registration of personal data breaches 

 

 The Data Processor registers personal data breaches 

in the data breach log. 

 The Data Processor has prepared and implemented a 
procedure for experience gathering when personal 

data is breached. 

 
 
We have made inquiries to relevant staff at the data processor. 

 
We have inspected that all data breaches are logged. 
 

We have inspected that the data processor has prepared and 
implemented a procedure for personal data breaches. 

 
 
No exceptions noted.  

Assisting the data controller with handling personal data 

breaches 

 

 Procedures for assistance to the Controller when as-
sisting in relation to articles 33-34 and 36 have been 

prepared. 

 
 

 
We have made inquiries to relevant staff at the data processor. 

 

We have inspected procedures for assistance to the Controller 
in relation to articles 33, 34 and 36. 

 
 

 
No exceptions noted.  
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Control area I 

Control Objective 

 Procedures and controls are followed to ensure that any security breaches can be handled in accordance with the relevant data processing agreement. 

Control activities Test performed by BDO Result of test 

 
We have been informed that no incidents regarding assistance 
to the Controller in case of personal data breach has occured 

during the period. 
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ISAE 3000-ERKLÆRING 

5. SUPPLEMENTARY INFORMATION FROM EMENTO AS 

The supplementary information below has not been the subject of the audit performed by BDO. 

 

Based on BDO's ascertained deviations in the ISAE 3000 report, Emento A/S has the following supple-
mentary information: 
 
During control activity F.2, BDO writes “We have established that the data processor has in-

formed the data controllers about the use of a new subprocessor after the new subprocessor 

has been put into use.” 

 
To this, Emento A/S states that this has been the case when the data controller has not provided us 
with access to their own CMS (Content Management System). In these cases, Emento A/S has pro-
vided access to a sub-processor (Kontainer) while awaiting access to the data controller’s own sys-
tem. Some controllers have not yet provided us with this access, and we have therefore asked the 
controllers to approve the sub-processor (Kontainer) after the actual start of use. 
 

 
  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 6
40

U
A-

PC
6T

P-
E1

2F
V-

W
M

K4
F-

30
4C

F-
X6

K2
K



 

  

  

 
 
 
 
 
 
 
 
 
  
 

BDO STATSAUTORISERET 
REVISIONSAKTIESELSKAB 

HAVNEHOLMEN 29 

1561 KØBENHAVN V 

 
CVR NO. 20 22 26 70 

 

BDO Statsautoriseret revisionsaktieselskab, a Danish limited liability company, is a mem-

ber of BDO International Limited, a UK company limited by guarantee, and forms part of 

the international BDO network of independent member firms. BDO is the brand name for 

the BDO network and for each of the BDO Member Firms. BDO in Denmark employs almost 

1,400 people and the worldwide BDO network has more than 111,000 partners and staff in 

160 countries. 

 

Copyright - BDO Statsautoriseret revisionsaktieselskab, CVR No. 20 22 26 70. 

 

 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 6
40

U
A-

PC
6T

P-
E1

2F
V-

W
M

K4
F-

30
4C

F-
X6

K2
K



Dette dokument er underskrevet digitalt via Penneo.com. Signeringsbeviserne i 
dokumentet er sikret og valideret ved anvendelse af den matematiske hashværdi af 
det originale dokument.  Dokumentet er låst for ændringer og tidsstemplet med et 
certifikat fra en betroet tredjepart. Alle kryptografiske signeringsbeviser er indlejret i 
denne PDF, i tilfælde af de skal anvendes til validering i fremtiden.

Sådan kan du sikre, at dokumentet er originalt
Dette dokument er beskyttet med et Adobe CDS certifikat. Når du åbner dokumentet 

i Adobe Reader, kan du se, at dokumentet er certificeret af Penneo e-signature ser-
vice <penneo@penneo.com>. Dette er din garanti for, at indholdet af dokumentet 
er uændret. 

Du har mulighed for at efterprøve de kryptografiske s igneringsbeviser i ndle-
jret i dokumentet ved at anvende Penneos validator på følgende 
websted: https://penneo.com/validator

Underskrifterne i dette dokument er juridisk bindende. Dokumentet er underskrevet via Penneo™ sikker digital underskrift.
Underskrivernes identiteter er blevet registereret, og informationerne er listet herunder.

“Med min underskrift bekræfter jeg indholdet og alle datoer i dette dokument.”

Mikkel Jon Larssen
Partner
Serienummer: CVR:20222670-RID:52744874
IP: 77.243.xxx.xxx
2023-05-02 08:45:16 UTC

Allan Juhl
Emento A/S CVR: 37321745
CEO
Serienummer: f0a0362d-dddd-4a93-b6e5-d0bd2e2c9cea
IP: 78.143.xxx.xxx
2023-05-02 09:08:40 UTC

Nicolai Tobias Visti Pedersen
Statsautoriseret revisor
Serienummer: CVR:20222670-RID:1283706411033
IP: 77.243.xxx.xxx
2023-05-02 09:19:55 UTC

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 6
40

U
A-

PC
6T

P-
E1

2F
V-

W
M

K4
F-

30
4C

F-
X6

K2
K



  
 
 
 
 
 
 3HKlMGLhK47mrwblW+eXeWeD9w1q35boSuluQrE7mRU=


 
Cb4DdZgW1NSIZDbgLWNyokTz2sMWGOBzGT7F+XTQd2VUU32sJ29b/SSmaUsGErHg/oBP1T8QKCL2
09kaAm/PI7RDhfbANdNDrcNRlrBFMbM9D1u5AA7zu000+ClLhYbA4xjKXQv3v5ADKIoczjzvRmnj
VQ83H0FaVMgOxK6wf9mY2n37mWfvjg0BiXGRjLAi8OiymCUiNwrrPcBVNUJWaeMTAcZ8nVb42C3o
f1qfRGLtXWTnxHzh8vWoOuyKW2s5xX++tNxAABfWi2WjUG1Zv1BRukXItDnWxH8qGn3natLqW+GP
GRDo0WcaS4FAlWmtDqNB/I2dRP25GSMf84/Ekg==

 
 
  
 =


 
   
  signtext 
  RequestIssuer UGVubmVvLmNvbQ==
  host VUdWdWJtVnZMbU52YlE9PQ==
  openoces_opensign_layout_size_height NzQy
  openoces_opensign_layout_size_width MTQyNA==
  openoces_opensign_layout_color_background MjM4LDIzOCwyMzg=
  signingRequestId TVRjeU56TXpNRFE9
  action c2lnbg==
  openoces_opensign_environment_applet_version MS4xNC4w
  openoces_opensign_environment_os_name V2luZG93cyAxMA==
  openoces_opensign_layout_signtext_fontsize MTI=
  openoces_opensign_environment_java_version MS44LjBfMzQ1
  openoces_opensign_layout_signtext_fontname RGlhbG9nLnBsYWlu
  openoces_opensign_environment_applet_digest dG9kbzogaW1wbGVtZW50
  _challenge UkVKS1RERXRRa05MT0VVdFFqRllURUV0TjFwQ05EZ3RSVVJaT0VFdFVEVlhVVVU9
  openoces_opensign_environment_locale ZGFfREs=
  openoces_opensign_environment_local_time VHVlIE1heSAwMiAxMDo0NToxMCBDRVNUIDIwMjM=
  openoces_opensign_environment_java_vendor QXp1bCBTeXN0ZW1zLCBJbmMu
  document_digests VzNzaWEyVjVJam9pTmpRd1ZVRXRVRU0yVkZBdFJURXlSbFl0VjAxTE5FWXRNekEwUTBZdFdEWkxNa3NpTENKa2FXZGxjM1FpT2lKa1pHRmxNV014T1dKa056RTVaamhtWldGbU56Qm1NVGRpT1RJMVlXWmlaVGs1WlRka1ptTTJOakl4WW1Nek5qZGhOalU0TW1JNE56YzRNakEzTUdFeUlpd2lZV3huYjNKcGRHaHRJam9pYzJoaExUSTFOaUo5WFE9PQ==

            


         QYFXfjcwwtKgVsoGZxjROgW1uavPL3dZx+75YM4jlLQ=   kQ1MHup2mLDHD4Q89y414pTQc3pTdQ0cTuyJpny8Cfc=      AQAB           2023-05-02T09:08:38.889Z     i0V8kOCKvuMQGRdQVIJ0jZRa+doCTF0b4Oy+O0LXTGY=  C=DK, L=Copenhagen, O=Penneo A/S, CN=Penneo Production CA Sign g1r1 884311258707765996773971894347228465685856621577        



            
                
            
            Emento AS_ISAE 3000 GDPR_FSR_ Type 2
            640UA-PC6TP-E12FV-WMK4F-304CF-X6K2K
            SHA-256
            ddae1c19bd719f8feaf70f17b925afbe99e7dfc6621bc367a6582b87782070a2
            
                                    
                                                                            CEO
                                            
                            
        
    

            
            
                
    
    
        
            
                
            
            
                
                    Erklæring og samtykke
                

                
                    
                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    

                    
                        Jeg accepterer, at mit fulde navn, min aktuelle IP-adresse samt mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    

                    
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
                    

                    
                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform: https://penneo.com/eula                      

                

                
                    Dokumenter der underskrives

                    
                        
                            
                                
                                    
                                

                                
                                    Jeg underskriver dokumentet ""                                


                                
                                                                                                            - 
                                            på vegne af  
                                            som 

                                

                                
                                    
                                        Dokumentnøgle: 
                                    

                                    
                                        Dokumentets kryptografiske  hash-værdi: 
                                    

                                

                            

                        
                    

                

            


            
        
  
 
 
 
 
 
 j6Bu6677FOCugAqb+APDWJJGOhElZNgAjQTgk7gjjJg=


 
UnRStzHlILFdwrFcacf2XPQ3Od8GfG13TSG2trHvem5vWgCrvYsRbCGbu/1kE5FJftGkMIwsxKjD
2CA32O9OAKWrfRkryM1UWsQRG8ZwPBEidOBFT4ro6jJ3tT3lgJjh5kS4UxV90qKHe34SGT2WlM8u
p5Vb2sleplxjv4WYf4oZ4HAkS8mW2waZLd7Lnj9sZQ3ROQ0rpFL8KWtXb6u9M4agN5u99W9W0zmi
vGoVnkG1TLhZ7eDIBvxJcOp83jArbTbyTm42gvGwkI3WXoLkTK0TX0zmh9XYNy14rabmYpd63hn9
pKmM9e9bfasr/tehOpmccr17YbQGYJjy85t99w==

 
 
  
 =


 
   
  signtext 
  RequestIssuer UGVubmVvLmNvbQ==
  host VUdWdWJtVnZMbU52YlE9PQ==
  openoces_opensign_layout_size_height MTAxMg==
  openoces_opensign_layout_size_width MjU2NA==
  openoces_opensign_layout_color_background MjM4LDIzOCwyMzg=
  signingRequestId TVRjeU56TXpNRE09
  action c2lnbg==
  openoces_opensign_environment_applet_version MS4xNC4w
  openoces_opensign_environment_os_name V2luZG93cyAxMA==
  openoces_opensign_layout_signtext_fontsize MTI=
  openoces_opensign_environment_java_version MS44LjBfMzQ1
  openoces_opensign_layout_signtext_fontname RGlhbG9nLnBsYWlu
  openoces_opensign_environment_applet_digest dG9kbzogaW1wbGVtZW50
  _challenge VjBrM05UQXRORFJDUjBRdE4xTTFSVkV0VkU1RFFVa3RUelZLVTFvdE5qVk1Semc9
  openoces_opensign_environment_locale ZGFfREs=
  openoces_opensign_environment_local_time VHVlIE1heSAwMiAxMToxOTo1MCBDRVNUIDIwMjM=
  openoces_opensign_environment_java_vendor QXp1bCBTeXN0ZW1zLCBJbmMu
  document_digests VzNzaWEyVjVJam9pTmpRd1ZVRXRVRU0yVkZBdFJURXlSbFl0VjAxTE5FWXRNekEwUTBZdFdEWkxNa3NpTENKa2FXZGxjM1FpT2lKa1pHRmxNV014T1dKa056RTVaamhtWldGbU56Qm1NVGRpT1RJMVlXWmlaVGs1WlRka1ptTTJOakl4WW1Nek5qZGhOalU0TW1JNE56YzRNakEzTUdFeUlpd2lZV3huYjNKcGRHaHRJam9pYzJoaExUSTFOaUo5WFE9PQ==

            


{"documentKey":"640UA-PC6TP-E12FV-WMK4F-304CF-X6K2K","version":"1.2","signatures":[{"signTime":"2023-05-02T08:45:16Z","ip":"77.243.xxx.xxx","signerSerial":"CVR:20222670-RID:52744874","type":"nemid","signerName":"Mikkel Jon Larssen","subtype":null,"organization":null,"signatureLines":[{"role":"Partner","onBehalfOf":null}],"dataFile":"3fc9add2562c5ce0.xml","validations":[]},{"signTime":"2023-05-02T09:08:40Z","ip":"78.143.xxx.xxx","signedDataFile":"3fe1737a8e039f67.xml","signerSerial":"f0a0362d-dddd-4a93-b6e5-d0bd2e2c9cea","type":"penneo","signerName":"Allan Juhl","subtype":"mitid.dk","organization":{"identifier":"37321745","name":"Emento A/S","identifierType":"CVR"},"signatureLines":[{"role":"CEO","onBehalfOf":null}],"dataFile":"3feb4846d1b74a4d.xml","validations":[]},{"signTime":"2023-05-02T09:19:55Z","ip":"77.243.xxx.xxx","signerSerial":"CVR:20222670-RID:1283706411033","type":"nemid","signerName":"Nicolai Tobias Visti Pedersen","subtype":null,"organization":null,"signatureLines":[{"role":"statsautoriseret revisor","onBehalfOf":null}],"dataFile":"3fe15ae4717363f4.xml","validations":[]}]}


 ========================= =============================== ================= ===================================================================================== 
  Time                      Name                            IP                Activity                                                                             
 ========================= =============================== ================= ===================================================================================== 
  2023-05-02 08:41:56 UTC   Daniel Borhani                  77.243.xxx.xxx    The document was created                                                             
  2023-05-02 08:41:57 UTC   Daniel Borhani                  77.243.xxx.xxx    A signing link was activated for "Allan Juhl"                                        
  2023-05-02 08:41:57 UTC   Daniel Borhani                  77.243.xxx.xxx    A signing link was activated for "Nicolai Tobias Visti Pedersen"                     
  2023-05-02 08:41:57 UTC   Daniel Borhani                  77.243.xxx.xxx    A signing link was activated for "Mikkel Jon Larssen"                                
  2023-05-02 08:41:58 UTC   Daniel Borhani                  xxx.xxx.xxx.xxx   A signing request email was sent to "Allan Juhl" at "allan@emento.dk"                
  2023-05-02 08:41:59 UTC   Daniel Borhani                  xxx.xxx.xxx.xxx   A signing request email was sent to "Mikkel Jon Larssen" at "mla@bdo.dk"             
  2023-05-02 08:45:03 UTC   Penneo system                   77.243.xxx.xxx    The document was viewed                                                              
  2023-05-02 08:45:03 UTC   Mikkel Jon Larssen              77.243.xxx.xxx    The document was viewed by the signer                                                
  2023-05-02 08:45:16 UTC   Mikkel Jon Larssen              77.243.xxx.xxx    The signer signed the document as Partner                                            
  2023-05-02 09:07:01 UTC   Penneo system                   78.143.xxx.xxx    The document was viewed                                                              
  2023-05-02 09:07:01 UTC   Allan Juhl                      78.143.xxx.xxx    The document was viewed by the signer                                                
  2023-05-02 09:08:34 UTC   Penneo system                   78.143.xxx.xxx    The document was viewed                                                              
  2023-05-02 09:08:34 UTC   Allan Juhl                      78.143.xxx.xxx    The document was viewed by the signer                                                
  2023-05-02 09:08:35 UTC   Penneo system                   78.143.xxx.xxx    The document was viewed                                                              
  2023-05-02 09:08:40 UTC   Allan Juhl                      78.143.xxx.xxx    The signer signed the document as CEO                                                
  2023-05-02 09:08:41 UTC   Daniel Borhani                  xxx.xxx.xxx.xxx   A signing request email was sent to "Nicolai Tobias Visti Pedersen" at "ntp@bdo.dk"  
  2023-05-02 09:19:43 UTC   Penneo system                   77.243.xxx.xxx    The document was viewed                                                              
  2023-05-02 09:19:43 UTC   Nicolai Tobias Visti Pedersen   77.243.xxx.xxx    The document was viewed by the signer                                                
  2023-05-02 09:19:55 UTC   Penneo system                   77.243.xxx.xxx    The document signing process was completed                                           
  2023-05-02 09:19:55 UTC   Nicolai Tobias Visti Pedersen   77.243.xxx.xxx    The signer signed the document as statsautoriseret revisor                           
 ========================= =============================== ================= ===================================================================================== 


		2023-05-02T09:21:02+0000
	Original document certified by Penneo




